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To: Recorded Future, Inc.

INDEPENDENT SERVICE AUDITORS' REPORT

Scope

We have examined Recorded Future, Inc.'s (Recorded Future) accompanying assertion titled
"Assertion of the Management of Recorded Future, Inc." (assertion) that the controls within
Recorded Future, Inc.'s software as a service (SaaS) that is an all in one web intelligence platform
that consists of processes ranging from source collection and processing to analysis and reporting
system were effective throughout the period June 1, 2019 to May 31, 2020, to provide reasonable
assurance that Recorded Future's service commitments and system requirements were achieved
based on the trust services criteria relevant to Security (applicable trust services criteria) set forth
in TSP 100, 2017 Trust Services criteria for Security, Availability, Processing Integrity, Confidentiality,
and Privacy (AICPA, Trust Services Criteria).

Service Organization's Responsibilities

Recorded Future is responsible for its service commitments and system requirements and for
designing, implementing, and operating effective controls within the system to provide
reasonable assurance that Recorded Future's service commitments and system requirements
were achieved. Recorded Future has also provided the accompanying assertion about the
effectiveness of controls within the system. When preparing its assertion, Recorded Future is
responsible for selecting, and identifying in its assertion, the applicable trust service criteria and
for having a reasonable basis for its assertion by performing an assessment of the effectiveness of
the controls within the system.

Service Auditors' Responsibilities

Our responsibility is to express an opinion, based on our examination, on whether management's
assertion that controls within the system were effective throughout the period to provide
reasonable assurance that the service organization's service commitments and system
requirements were achieved based on the applicable trust services criteria. Our examination was
conducted in accordance with attestation standards established by the American Institute of
Certified Public Accountants. Those standards require that we plan and perform our
examination to obtain reasonable assurance about whether management's assertion is fairly
stated in all material respects. We believe that the evidence we obtained is sufficient and
appropriate to provide a reasonable basis for our opinion.

Our examination included:

 obtaining an understanding of the system and the service organization's service

commitments and system requirements;
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 assessing the risks that controls were not effective to achieve Recorded Future's service

commitments and system requirements based on the applicable trust services criteria; and,

 performing procedures to obtain evidence about whether controls within the system were

effective to achieve Recorded Future's service commitments and system requirements based

on the applicable trust services criteria.

Our examination also included performing such other procedures as we considered necessary in
the circumstances.

Inherent Limitations

There are inherent limitations in the effectiveness of any system of internal control, including the
possibility of human error and the circumvention of controls.

Because of their nature, controls may not always operate effectively to provide reasonable
assurance that the service organization's service commitments and system requirements were
achieved based on the applicable trust services criteria. Also, the projection to the future of any
conclusions about the effectiveness of controls is subject to the risk that controls may become
inadequate because of changes in conditions or that the degree of compliance with the policies or
procedures may deteriorate.

Opinion

In our opinion, management's assertion that the controls within Recorded Future, Inc.'s  system
were effective throughout the period June 1, 2019 to May 31, 2020, to provide reasonable
assurance that Recorded Future, Inc.'s service commitments and system requirements were
achieved based on the applicable trust services criteria if complementary subservice organization
controls and complementary user entity controls assumed in the design of Recorded Future,
Inc.'s controls operated effectively throughout that period is fairly stated, in all material respects. 

Moody, Famiglietti & Andronico, LLP
Tewksbury, Massachusetts
February 8, 2021



 
 

Moody, Famiglietti & Andronico, LLP 
Tewksbury, Massachusetts  

ASSERTION OF THE MANAGEMENT OF RECORDED FUTURE, INC. 

We are responsible for designing, implementing, operating and maintaining effective controls within 
Recorded Future, Inc.'s (system) throughout the period June 1, 2019 to May 31, 2020, to provide 
reasonable assurance that Recorded Future's service commitments and system requirements relevant 
to Security were achieved. Our description of the boundaries of the system is presented in Section III 
and identifies the aspects of the system covered by our assertion. 

Recorded Future uses subservice organizations to provide data center hosting, customer support and 
data curation services. The description of the boundaries of the system indicates that complementary 
subservice organization controls that are suitably designed and operating effectively are necessary, 
along with controls at Recorded Future, to achieve Recorded Future, Inc.’s Recorded Future service 
commitments and system requirements based on the applicable trust services criteria. The description 
of the boundaries of the system presents Recorded Future's controls, the applicable trust services 
criteria, and the types of complementary subservice organization controls assumed in the design of 
Recorded Future's controls. The description of the boundaries of the system does not disclose the actual 
controls at the subservice organization.  

The description of the boundaries of the system indicates that complementary user entity controls that 
are suitably designed and operating effectively are necessary, along with controls at Recorded Future, 
to achieve Recorded Future's service commitments and system requirements based on the applicable 
trust services criteria. The description of the boundaries of the system presents the service 
organization’s controls, the applicable trust services criteria, and the complementary user entity 
controls assumed in the design of the service organization's controls. 

We have performed an evaluation of the effectiveness of the controls within the system throughout the 
period June 1, 2019 to May 31, 2020, to provide reasonable assurance that Recorded Future's service 
commitments and system requirements were achieved based on the trust services criteria relevant to 
Security (applicable trust services criteria) set forth in TSP 100, 2017 Trust Services Criteria for Security 
(AICPA, Trust Services Criteria). Recorded Future's objectives for the system in applying the applicable 
trust services criteria are embodied in its service commitments and system requirements relevant to 
the applicable trust services criteria. The principal service commitments and system requirements 
related to the applicable trust services criteria are presented in Section V. 

There are inherent limitations in any system of internal control, including the possibility of human error 
and the circumvention of controls. Because of these inherent limitations, a service organization may 
achieve reasonable, but not absolute, assurance that its service commitments and system requirements 
are achieved. 

We assert that the controls within the system were effective through the period June 1, 2019 to May 31, 
2020, to provide reasonable assurance that Recorded Future, Inc.'s service commitments and system 
requirements were achieved based on the applicable trust services criteria if complementary subservice 
organization controls and complementary user entity controls assumed in the design of Recorded 
Future, Inc.'s controls operated effectively throughout that period. 

 
 
By:  
Scott Almeida | CFO | Recorded Future 

DocuSign Envelope ID: CA57335B-3684-4DEB-BFC8-500D0D08A51A

2/8/2021
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III. Overview of Operations 

i. Company Overview 

Recorded Future delivers security intelligence to amplify the effectiveness of security and IT 

teams in reducing exposure by uncovering unknown threats and informing better, faster 

decisions. Working to provide a singular view of digital, brand, and third-party risk, the 

Recorded Future Platform provides proactive and predictive intelligence, analyzing data from 

open, proprietary, and aggregated customer-provided sources. Recorded Future arms threat 

analysts, vulnerability management teams, security operations centers, and incident responders 

with context-rich, actionable intelligence in real time that’s ready for integration across the 

security ecosystem. 

Recorded Future provides offerings built upon an all-in-one Web intelligence platform, and the 

Platform consists of processes ranging from source collection and processing to analysis and 

reporting. The Platform involves many technology building blocks, e.g. text search, data 

visualization, natural language processing, and entity extraction, to name a few. 

Recorded Future also conducts analysis on the “time and space” dimension of documents – 

references to when and where an event has taken place, or even when and where it will take place 

– since many documents actually refer to events expected to take place in the future. 

 
 
Recorded Future is headquartered in Somerville, Massachusetts, USA with an additional hub in 

and Gothenburg, Sweden. Recorded Future has additional offices in Virginia, London, United 

Kingdom, Singapore, Dubai and Tokyo. 

Recorded Future is focused on providing Security Intelligence to allow organizations to quickly 

identify, prioritize, and action threats with confidence. This approach empowers organizations 
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to: prioritize workflows based on risk, make confident decisions using external context, alert 

proactively on relevant threats, implement targeted blocking at security controls, and maximize 

value of existing security investments.  

The primary target groups for Recorded Future are the Threat Intelligence, Security Operations 

Center (SOC) and Incident Response, Brand Protection, Vulnerability Management, Third-Party 

Risk and Geopolitical Risk. Recorded Future works with clients from all sectors, both private and 

government. Direct clients typically fall in the Fortune 2000 sector. The Company also works with 

partners or Managed Security Service Providers (MSSPs) who in turn work with smaller clients 

not hosting their own threat analysis teams or SOC’s.  

The product is either used as a standalone product or integrated to Security Information and 

Event Management (SIEM), Security Orchestration, Automation and Response (SOAR), 

Governance Risk and Compliance (GRC), or other IT and security systems.  

ii. Organization Chart 

 

 

 
CEO: The CEO is responsible for Recorded Future’s strategic direction, finances, key 

relationships and operations with a focus on growing the business.  
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R&D/Engineering: R&D / Engineering is responsible for all aspects of building and maintaining 

Recorded Future’s platform, including architecting the application, developing new 

functionality, fixing bugs, testing of all releases, release deployment and monitoring of the live 

systems. The primary goal of the R&D/Engineering group is to rapidly develop new innovative 

functionality while ensuring that the application performs to the highest levels.  

● Operations: The Operations Team is responsible for monitoring and deploying the system 

as well as creating and maintaining the platform on which it is built. Operations also cover 

third line support for any critical issues as well as focuses on internal security.  

● Platform: The Platform Team builds the underlying framework including databases, 

indexing operations and optimization as well as API support.  

● Product Design: The Product Design Team breaks down the bigger product goals to actual 

R&D deliverables and designs.  

● Applications: The Applications Team focuses on the development and maintenance of the 

end user interface. 

● Analytics: The Analytics Team focuses on the linguistics and data quality, and is 

responsible for the framework for harvesting sources and breaking down text to Recorded 

Future’s patent-protected data model.  

● Integrations: The Integrations Team is responsible for the development, quality assurance 

and availability of Recorded Future’ s integrations 

● Quality Assurance: The Quality Assurance Team is responsible for assuring the quality of 

the offerings and solutions.  

● Delivery Management: The Delivery Management Team manages new releases, and 

coordinate with internal stakeholders to ensure successful delivery of the company’s 

offering. The team also oversees the planning and resource allocation necessary for new 

development.  

Professional Services: Professional Services offers customized services to customers including 

integration support and API solutions.  
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Chief of Data Science: The Chief of Data Science is responsible for the Data Science Team, and 

driving key analysis projects, both internal and external. The Data Science Team primarily works 

with ensuring good data quality for end customers through data cleaning as well as internal and 

external tools for data management.  

Intelligence Services: The primary focus for Intelligence Services is customer success and 

ensuring that Recorded Future’s customers can successfully deploy and use the product within 

their organization. Intelligence Services responds to customer issues, trains customers on using 

the product and collects customer feedback that is used for Product Management to shape future 

releases. Intelligence Services also provides analysis services.  

Product Management: Product Management manages customer, partner and internal 

requirements and feedback used to shape future product releases. They send notifications on new 

features and releases and sets the product roadmap.  

Threat Intelligence: Threat Intelligence defines our Threat Intelligence strategy influencing both 

business and product directions it includes Intelligence Services and Recorded Future’s Insikt 

Group, the company’s in-house research team that can provide subject-matter expertise to 

respond to Recorded Future (and customer) incidents upon request.  

Sales: Sales is responsible for business development, direct sales, inside sales, pre-sales, partners, 

account management and sales management.  

General & Administrative: The G&A organization includes Finance, Legal, and HR, and is 

responsible for the planning, organizing, auditing, accounting for and controlling of finances and 

maintaining contracts. This department also produces financial statements.  

Marketing: Marketing is responsible for driving customer subscriptions to Recorded Future. Its 

primary focus is on new customer acquisition and subscription expansion by refining and 

communicating Recorded Future’s unique value proposition.  

The organizational chart marks those departments that are stakeholders in the company’s 

security functionality including Legal, Security/CISO, R&D, and Insikt Group.  
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iii. Recorded Future SaaS Platform System Description  

 

Services Provided: 

Recorded Future is a universal security intelligence solution that centralizes information from 

across the web, our proprietary data sources, and industry-leading research from our Insikt 

Group, enabling organizations to use intelligence-driven security to proactively defend itself 

against cyberattacks.  

 
 

Recorded Future provides analysts deep visibility into their threat landscape by analyzing and 

visualizing cyber threats, even across numerous foreign languages (NLP capabilities), with our 

vast open source intelligence (OSINT) and proprietary data repository. Analysts receive real-time 

alerts when relevant cyber threats to their organization appear. 

Recorded Future believes that machine learning combined with human expertise is the superior 

approach for creating real-time, relevant security intelligence to effectively reduce risk at scale. 

Our vast data is sourced from across the open, deep, and dark web to produce insightful and 

actionable intelligence data to act as a force multiplier. By reducing the manual collection and 

processing of intelligence data, Recorded Future frees up precious security analyst and 

engineering manpower, allowing them to be making decisions where they are most needed 

instead of curating data.  
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Recorded Future’s use cases include: 

● Security Operations and Incident Response: Broad source coverage, real-time risk scores 

and context, block-grade indicators, and multiple SIEM and SOAR integrations allow for 

industry leading alert triage, threat detection and threat prevention. 

● Threat Intelligence: Real-time search and alerting, high-confidence threat hunting and 

detection, risk scores and transparent source evidence organized into over two billion 

Intelligence Cards allow for threat research and reporting, incident detection and 

validation, and dark web monitoring.  

● Brand Protection: Broad source coverage, closed forum dark web monitoring, real-time 

alerting, and takedown services allow for typosquat detection, data leakage monitoring, 

brand attack mitigation, and executive cyber protection.  

● Vulnerability Management: Vulnerability risk scores based on exploitation, real-time 

alerting before vulnerability publication, integrations with vulnerability management 

solutions, and browser extension for CVE enrichment allow for vulnerability 

prioritization, and monitoring vulnerabilities in an organization’s technology stack.  

● Third-Party Risk: Continuous monitoring of over 150,000 organizations, real-time alerting 

on risk indicators, transparent sourcing and evidence, and Insikt Group research for in-

depth analysis allows for continuous third-party risk management and procurement 

assessment.  

● Business Continuity and Geopolitical Risk: Real-time geopolitical monitoring, location-

based Intelligence Cards, and broad source coverage in every language allow for 

executive monitoring and physical security analysis.  
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Recorded Future’s solution can be delivered via: 

i. The Recorded Future Portal, our graphical user-interface that is accessible via any 

supported internet browser (incl. Google Chrome, Mozilla Firefox, Edge and Safari). The 

web interface gives organizations direct access to all of our data, including over 2 billion 

Intelligence Cards; 

ii. The Recorded Future Browser Extension, the browser extension works by scanning the 

current webpage for CVEs, Hashes, Domains and IP Addresses and listing them in the 

extension popup when the user clicks the browser extension icon (located towards the top 

in the browser menu bar); 

iii. Recorded Future Connect Technology, leverages the Recorded Future API to integrate 

with a client’s existing security technologies and provide intelligence within these 

services; and 

iv. The Recorded Future Mobile App, provides access to our Home Screen (incl research from 

Insikt Group, cyber news, malware trends, and alerts), access to Recorded Future’s 

Intelligence Cards (covering threat actor profiles, IP addresses, hashes, CVEs, domains, 

and more), and searching for entities with risk scores.  

 

Infrastructure and Software: 

Recorded Future is a web application that is hosted on AWS (Amazon Web Services). Recorded 

Future hosts its entire infrastructure in a Virtual Private Cloud (VPC) on Amazon. The network 

is divided into a number of subnets and everything is replicated across multiple availability 

zones. Only the nodes in the public subnet can be accessed from the Internet. All outbound traffic 

from the other subnets must pass through machines in this zone.  

Amazon Web Services (AWS) 

Recorded Future uses Amazon Web Services for hosting its virtual servers and for other key 

infrastructure services. AWS is a cloud computing platform providing Infrastructure as a Service 

(IaaS) and has been operating since 2006. The primary services used by Recorded Future are: 

● Compute 
— Amazon EC2 - provides virtual servers used by Recorded Future for its application 

servers 

https://support.recordedfuture.com/hc/en-us/articles/115001404308-Supported-Browsers
https://www.recordedfuture.com/products/browser-extension/
https://www.recordedfuture.com/integrations/
https://www.recordedfuture.com/integrations/
https://www.recordedfuture.com/threat-intelligence-mobile-app/
https://www.recordedfuture.com/features/intel-cards/
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— Auto Scaling - helps Recorded Future maintain application availability and allows the 
company to scale its Amazon EC2 capacity up or down automatically according to 
custom conditions  

— Amazon VPC - lets Recorded Future provision a logically isolated section of the AWS 
cloud where Recorded Future can launch AWS resources in a virtual custom network  

— Elastic Load balancing -provides load balancing across the application servers 

● Storage and Content Delivery 
— Amazon S3 - provides highly reliable and available long-term storage of backups and 

application server images 
— Amazon EBS - provides persistent block level storage volumes for use with Amazon 

EC2 instances in the AWS Cloud. 
— Amazon Cloud Front - is a content delivery web service. 

● Networking 
— Amazon VPC 
— Amazon Route 53 - is a cloud Domain Name System (DNS) web service.  
— Elastic Load Balancing - provides load balancing across the application servers 

● Administration and Security 
— Amazon Identity and Access Management (IAM) - is a web service that helps 

Recorded Future securely control access to AWS resources for its users.  
— AWS CloudTrail - is a web service that records and logs AWS API calls. 
— Amazon Trusted Advisor is an online tool that provides Recorded Future real time 

guidance to help provision resources following AWS best practices. 
— Amazon GuardDuty is a threat detection service that continuously monitors for 

malicious activity and unauthorized behavior to protect Recorded Future’s AWS 
accounts and workloads.  

● AWS Support 

— AWS Support 
 

AWS successfully completes annual Service Organization Controls (SOC 2), Type 2 audits. 

Recorded Future reviews AWS’s SOC reports after each audit to ensure it can meet its own 

Security objectives.  

https://aws.amazon.com/ec2/
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Data: 

Recorded Future implements and maintains backup, security and business continuity measures 

that are designed to maintain the security and integrity of customer data. Beyond customer 

financial information that is securely kept for billing purposes, and user passwords to allow 

access to the service (for those organizations that are not using single-sign on), Recorded Future 

stores the following customer data: 

● Saved Queries 

● User-Generated Analyst Notes 

● Alerts 

● Reports 

● Lists, including Watch Lists 

● Information Collected via our free browser extension (Recorded Future Express) 

Recorded Future encrypts and stores this data securely. Recorded Future logs certain user actions. 

Logs that contain user-provided query data are automatically deleted after 14 days, and all other 

customer data (including Analyst Notes) is deleted, or anonymized as applicable, after a 

subscription is terminated. 

Recorded Future also stores error and event logs and documents from open source data.  

Policies and Procedures: 

All new hires and current employees are required by law and internal policy to complete several 

checks before they are eligible to begin employment. Depending on location and role, these 

checks may include: identity verification, verifying eligibility to work, and background checks.  

Currently, Recorded Future conducts background checks on all employees unless prohibited by 

local law or granted an exemption by Legal. Recorded Future retains a third-party agency to 

conduct the screening process and maintain corresponding records. The types of screens that may 

be conducted include, but are not limited to: education verification; employment verification for 

as many as seven years; identity verification; criminal record searches; sex offender registry 

search. Additionally, as appropriate for a position, credit, professional license, or state motor 

vehicle checks may be conducted. 
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Recorded Future has developed and documented formal policies and procedures. These policies 

and procedures have been developed to segregate duties, where possible, and enforce 

responsibilities based on job functionality. They also serve as guidelines and directions for day to 

day work. Policies and procedures are reviewed periodically, no less than annually, and are 

updated as necessary.  

These procedures and policies are all found on Recorded Future’s intranet (Lyra) and included 

in the Recorded Future Employee Handbook. New employees are trained on these procedures 

and policies. If any material changes are made, these changes are communicated to all employees. 

Training for changes is used when applicable.  

To maintain the operation of the Recorded Future service the company provides the following 

main services on a continuous basis (24 by 7): 

1. Systems deployment and maintenance; 

2. Security administration and auditing; 

3.  Intrusion detection and incident response; 

4.  Operations and performance monitoring; 

5.   Change controls; and  

6. Business recovery planning. 

 

People: 

Recorded Future has a staff of approximately 560 employees organized in the functional areas 

described herein. The background of all employees varies, but most have a higher education 

within the technology field. Job descriptions are available for all roles. Depending on the job 

description, certifications may be required.  

Recorded Future applies a three-tier interview process at a minimum, which includes 

prequalification for the job, assessment of the candidates’ skills including potential tests when 

applicable and interviews with the candidates’ direct colleagues.  

Recorded Future obtains references on candidates.  



1 Highwood Drive, Tewksbury, MA 01876 
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